
RecommendationsState of the (European) UnionBuild science and technology clustersAccording to the Draghi report, (i) the EU has only one science and technology (S&T) cluster(ranked  12)  in  the  global  ranking  of  the  20  largest  S&T  clusters  of  the  world,  and  (ii)European  companies  have  difficulties  scaling  up  from  startup  to  unicorn  and  beyond.Science and technology clusters are ecosystems that help new technology companies tohatch and grow by providing world-class research facilities, the proximity of a world-classhigher  education  institution  providing  a  talent  pool,  incubators  and  accelerators,  growthcapital, a favourable legislative framework, and first and foremost a vibrant community ofentrepreneurs. Many of the global technology companies grew from such a cluster, and thefact  that  Europe has only  one such cluster  in  the top 20 is  problematic.  Europe shouldtherefore actively promote the creation of European S&T clusters in major urban areas andhelp them grow to a scale that they can support scaleup companies.Introduce ARPA model of challengesARPA (Advanced Research Projects Agency) in the US funds high-risk, high-rewards projectsto generate transformative technologies. ARPA focuses on radical innovation and is willingto accept failure as part of exploring new ideas. Projects are quite short (two to five years)and must show measurable progress quickly. They are led by entrepreneurial programmemanagers  who  have  a  vision  for  technology  breakthroughs,  scout  for  innovative  ideas,assemble the best teams and take corrective action if milestones are not met (includingtermination).  This introduces a new R&D culture:  fast,  milestone-based,  competitive,  risk-tolerant,  visionary,  agile.  Europe should use a similar model to tackle some of the grandchallenges.Stimulate pre-competitive procurementA weakness of the current publicly funded research programmes in Europe is a failure torealize the full commercialization potential of research results. In many cases, the researchresults could be a good starting point for a spin-off company, but if nobody involved in theproject has the ambition to start a company, the results are not commercially exploited. Thereasons are  well  known:  the principal  investigators  have a  stable  position in  a  researchinstitute or company, and are not looking for an entrepreneurial adventure, and the goal ofthe PhD-students is to finish their PhD, not to create a company. Another barrier is that thegap between a proof of concept and a product is large, and researchers seldom have thebusiness skills to close that gap.Pre-competitive  procurement  follows  a  different  approach.  A  government  orders  aninnovative product or service that does not yet exist and creates a tender for a company orconsortium of companies and universities / research and technology organizations (RTOs)to develop it.
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This is  how the world got  COVID-19 vaccines:  the first  promising results  of  the phase Ihuman trial were announced on 18 May 2020, that is, 137 days after the identification of thevirus. The company was Moderna, a company only founded in 2010 in a sector where it isvery difficult  to bring a product to the market  because it  has to be clinically  tested andapproved  by  governments.  Less  than  one  year  after  the  identification  of  the  virus,  thevaccination campaign was already rolled out at globally – this is the typical time betweenlaunching a call for research projects and the kick-off of the first projects.Pre-competitive procurement not only shortens the execution time of the projects, but it alsoincreases  the  likelihood  of  commercialization  because  delivering  a  working  product  orservice is the task given to the consortium.Next Computing ParadigmCreate digital envelopesCreate  a  “digital  envelope” for  integrating  “anything”  (person,  company,  physical  entity,computing device) in a digital space allowing access to multiplicity of services – i.e. buildingon  the  concept  of  “anything-as-a-service”  (XaaS)  –  in  an  interoperable  way.  This  digitalenvelope  would  allow  live  migration  of  compute  components  and  a  runtime  evolvinginfrastructureto  support  deployment  on  a  continuumranging  from  resource-constrainededge devices to data centres, allowing for dynamic resource pooling and efficient sandboxedexecution of collaborative, migratory compute components offering services.An  intelligent  digital  agent able  to  pursue  goals  legitimately  assigned  to  it.  Theintelligent  digital  agent  would  be  capable  of  direct  execution  as  well  as  oforchestration. The former would be required when seeking the set goal required localactuation,  the  latter  when  the  task  resulting  from  the  set  goal  required  remoteexecution.Sensors, to pull digitalized inputs from designated sources (in the physical world orother digital envelopes).Actuators,  to  push computed outputs  into  designated targets  (physical  things ordigital envelopes). The fabric resulting from interconnecting digital envelopes that1. 2. 3. 
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provide and require services from one another to pursue assigned goals will operatein genuine XaaS modality.“Digital  enveloping” is  the technology-enabled phenomenon by which any item of reality  –human, material or immaterial – can be associated with a computable digital representationcapable of delegated autonomous action. The notion of delegated autonomous action entailstwo fundamental traits:  that of delegation, which suggests a higher (human) authority thatrequires some action to be taken (in part) in the digital space; and that of autonomy, whichsuggests that the pursuit and execution of the required action is carried out by autonomousexecutable agents that operate within the remits of delegated authority.The capacity for delegated autonomous action is provided to individual digital envelopes bythe combined operation of three key components:These solutions enable the live migration of compute components across the edge-to-cloudcontinuum  –  therefore  services  –  ensuring  continuity  while  addressing  latency,  privacy,security,  risk  management,  validation  mechanisms  and  context  requirements.  This  isessential  to  optimize user  and infrastructure needs dynamically.  In  relation to  real-worldservices or actions triggered by a digital envelope, location and time identifiers are assigned,and inter-envelope mechanisms support  local  vs  global  optimizations  including  for  safeinteractions,  managing  complex  interdependencies  and  conflict  resolution.  The  nextcomputing  (NCP)  exemplifies  the  notion  of  continuum.  Agreed  standards  are  key  forinteroperability.AI-powered orchestratorsArtificial  intelligence  (AI)-powered  orchestrators will  be  an  essential  capability  of  theintelligent digital agent of the digital envelope. AI-powered orchestrators will be developedfor the edge – which is strategic as it is located the nearest to the final user – in a mannerthat  can  dynamically  combine  collaborative  compute  components  into  executableapplications  tailored  around  specific  user  needs.  The  task  of  the  orchestrators  is  todecompose goals set by the user (in the broader term, including human user, company oranother permissioned orchestration) into a set of services that cooperate to achieve the setgoals.  These  orchestrators  could  be  themselves  generated  by  (federated)  generative  AI(genAI) engines (supported by more classical algorithmic approaches) located at the edgeand capable of collaboration with other orchestrators within federated zones.Space- and time-aware protocolsExpand and adapt web-level protocols and associated standards by enhancing the existingsuite of HTTP-based protocols to be both spatially aware and time-sensitive. This will allowweb-level  interactions between NCP’s migratory compute components to account for  3Dphysical  space  and  real-time  communication,  drawing  on  technologies  like  WebRTC  tomanage time-sensitive tasks effectively and the spatial web (IEEE P2874, OpenUSD, …).Interoperable contract-based API specificationsEstablish  interoperable,  contract-based  application  programming  interface  (API)specifications – usable by expanded web-level  protocols  – ensuring that  interconnectedservices  communicate  with  clear  expectations  of  both  functional  and  non-functionalperformance. These contracts, similar to service-level agreements (SLAs), should detail theconditions  under  which  services  will  optimally  perform,  including  non-functionalrequirements,  ensuring  smooth  integration  and  reliable  service  delivery  within  the  NCPframework. These APIs should account for non-functional properties like latency, cost, and
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performance. The resulting model should ensure that an API not only promises to deliver aservice  but  also specifies the conditions under  which it  can perform optimally.  The APIshould also be compliant with the currently proposed API for large language models LLMs[OpenAIFunction] [BerkeleyFunction].Promoting  these  standards  in  relevant  standardization  bodies  is  essential  for  fosteringinteroperability  and  consolidating  development  conditions  through  standardizedbenchmarks,  testing  methodologies,  and  best  practices.  This  will  ensure  thatimplementations  can  be  effectively  and  securely  integrated,  improving  overall  systemefficiency and reliability, and enabling the creation of an interoperable business ecosystemof services and orchestrators.Artificial IntelligenceDevelop distributed agentic AI (specialized action models)The development of specialized action models (SAMs) acting as service is important andcan be developed in Europe. These SAMs, small and specialized models that can interactwith  their  environment,  should  operate  in  a  distributed  infrastructure  and  an  ecosystemshould  be  created  to  support  research,  development  and  business  around  them.  Thesemodels need to be refined, optimized, and reduced in size to improve efficiency. These SAMscan be optimized from more general  foundation models by an ecosystem of companiesproviding their optimized SAMs in a marketplace so that they can be dynamically discoveredand used by the orchestrators.Develop orchestrating technologies for distributed agentic AI, blueprint forNCP orchestratorsWe call agentic AI a set of specialized AI agents working together to accomplish a commongoal. An AI agent is synonymous with an SAM in this discussion: an AI that can perceive andact, having impact on the virtual or real world.  The orchestration technologies should takeinto account all the requirements, that can select the best SAMs for the required tasks anddynamically activate them. The first steps could be very agentic-AI-centric (relying on already
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existing technologies used for orchestrating AI agents),  but they should be blueprint andevolve  towards  an  orchestration  system  for  the  NCP.  These  orchestrators  must  bedeveloped for  the  edge – or  near  the  final  user  –  and dynamically  combine SAMs intoexecuting personalized applications in response to user needs.Establish open protocols for these “distributed agentic AI” systems to facilitateseamless interaction among distributed AIs from different originsProtocols  and  specifications  that  group  all  requirements,  existing  ideas  and  proposalstogether  in  a  single  consortium  to  develop  an  open  source  “de  facto”  (before  officialstandardization)  standard protocol  that  takes into account all  the good ideas of  variousresearchers  and  organizations,  so  that  it  will  be  sound,  future-proof,  recognized  andaccepted. The requirements are:It does not solely rely on functional requirements (e.g. the textual representation ofprompts and responses).It also incorporates non-functional requirements (providing sufficient information forthe orchestrator to select the appropriate services,  such as based on criteria likeresponse  time,  potential  level  of  hallucinations,  environmental  impact,  cost,localization, privacy of data, etc.).The recommendation to develop generative AI at the edge (AI) is still  important, but it ismore in development and implementation mode now (for example, in Apple intelligence). Weshould continue developing solutions that  allow embedding generative AI  at  the edge inorder  that  human  users  can  be  provided  with  natural  interfaces (voice,  gesture,  eyemovements, touch) to the digital world, with more energy efficiency, reduced latency, lessercommunication overhead, and greater privacy. This is important to reduce the difficulties toaccess the digital world and decrease digital illiteracy.1. 1. 
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New hardwareSpecialized hardware (HW)The development of efficient hardware is essential for running services, orchestrators andSAMs efficiently at the edge and within federated networks. Europe must address memorycosts (for AI), energy consumption, and ecological impact, potentially leveraging non-volatilememory  for  direct  edge  execution.  Additionally,  the  next  generation  of  SAMs  shouldincorporate learning through experiences or allow to the efficient execution of digital twinsto maintain Europe’s competitive edge in AI (embedded AI). In the field of AI accelerators,the focus should be on inference (becoming more and more important with the approachpioneered by OpenAI o1 and o3) or on fine tuning. Reducing the transfer of data is key toreach lower levels of power consumption. This can be achieved with near- or in-memorycomputing  (NMC  or  IMC),  direct  execution  from  the  storage  of  parameters  (henceeliminating the need for RAM), etc…Beyond purely digital hardware (HW)Investigation  of  new  accelerators  using  non  digital  technologies,  going  from  exactcomputations (digital computation) to more approximate computing (neural networks areuniversal  approximators,  quantum  computing  results  are  stochastics,  optimizationtechniques using Bayesian, Ising approaches can solve complex problems) should be alsoinvestigated  in  the  context  of  providing  more  efficient  services  to  the  next  computingparadigm (NCP) ecosystem.ToolsPromote the use of AI in software developmentResearch,  prototype  and  deploy  AI-assisted  software  development  environments,  whileimplementing robust measures to ensure correctness, safety, security,  confidentiality,  andregulatory compliance.  This will  help balance the rapid adoption of  AI  with the need for
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secure and reliable systems. It should also help non specialists to be able to create efficientsoftware and increase the productivity of developers.Promote the use of AI in hardware developmentResearch, prototype and deploy open AI assistants for hardware development, increasingthe productivity for designing new, efficient hardware and decreasing the time to market.This is a key element for Europe to stay in the hardware race. The use of AI should be acollaboration between humans and AI systems, as promoted in previous HiPEAC vision as‘centaur’ teams. The focus should be on domains that are still open, like architecture searchand exploration, rather than on optimizing the floor-planning, which is already covered byvarious companies.Cyber-Physical SystemsAccelerate cross-disciplinary joint researchThe  technology  domains  contributing  to  Cyber-Physical  Systems  research  call  forinvestment in tools, methods and cross-technology community initiatives to tackle the multi-stakeholder research barrier - especially arising for a technology bridging diverse complexknowledge domains and applied at higher levels of a system where there are many moreinteractions  with  the  technology  to  consider  -  higher-order  integrated research.  This  willaccelerate progress towards the Next Computing Paradigm and CPS research as well astechnology infrastructure updates by tackling the challenges of diverse knowledge domainperspectives  and  enabling  access  to  the  bigger  picture.  In  particular:  1)  A  new  R&Ddimension to really  boost our capability  for  highly complex and cross-domain integratedresearch activities. Just as we have different approaches for building windows and houses,there is need to establish tools and methods supporting higher order integrated research.This is especially a case in point for the highest integration levels of CPS research wheremost impact and value generation can be expected. Adapted or new tools and methods forconvergence, with strong public engagement, should support terminologies (e.g. wiki-styletrusted glossary), concept sharing (e.g. modelling), knowledge sharing (e.g. ontologies viaProtégé),  consistent  evaluation  approaches  and  global  visualisations,  including  non-technical domains. 2) Existing communities should establish a centralised CPS associationto  unify  efforts,  promote  knowledge  exchange,  and  align  standards;  3)  Additionally,frameworks  for  integrating  AI/ML  into  CPS  must  address  safety,  security,  and  ethics,
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ensuring dependable systems for sectors like healthcare and transport. These actions arevital to Europe’s sovereignty and global leadership in CPS advancements.Redefining dependability for CPS adaptability and technology integrationsCPS depend on safety, security, and performance properties to govern what they can achieveand qualify technologies for use. CPS contributing communities encourage: 1) Solutions tomigrate from legacy approaches that minimise interactions of these properties to insteadmaximised  interactions  for  optimum  system  adaptability.  These  properties  imposeconstraints  on  available  choices  we  have  at  design  and  in  operations,  which  arecompounded by ruling out choices where trade-offs would be required. Techniques such ascombined analysis, evaluation and knock-on effects should be advanced for handling theseproperties.  Establishing  an  approach,  considering  tools  and  methods  referring  to  bestpractice, is needed to account for the interdisciplinary integration overheads between thesetraditionally distant domains, but also with the rest of the system. This is crucial in CPS forenhancing scope of AI/ML and IoT usage, as well as other technologies. 2) A new way ofthinking is needed for treating interconnected systems with CPS - dependability consideredin a modular fashion - with hazard analysis techniques likes STPA extended, including forman-machine  teaming  and  AI  complexities.  We  encourage  also  frameworks  for  riskassessment  in  relation  to  AI/ML  to  be  established  and  considering  adaptive  riskmanagement strategies in the context of these interconnected critical systems. This movesforward with trustworthy CPS in sectors like AI-enabled autonomous systems.AI-performance-defence guarantees for real-time interconnected systemsFuture  CPS  require  advanced  technologies  to  address  challenges  in  performancecharacterization,  damage  containment,  and  operational  feedback.  CPS  contributingcommunities  encourage:  1)  Real-time  methods  ensuring  deterministic  multi-taskingenvironments  and  verifiable  AI/ML  performance.  In  complement,  there  should  be  anextension of defence mechanisms and feedback loops,  which is essential  for preventingdamage  propagation  and  enabling  iterative  improvement.  Solutions  should  emphasizedistributed architectures, particularly edge computing, and include digital twin capabilitiesfor  predictive insights.  2)  Comprehensive uncertainty  quantification,  real-time monitoring,run-time  verification,  and  data  flow  tracking  will  enhance  trustworthiness.  Theseadvancements will support supervisory control and ensure dependable CPS operations, evenin rapidly evolving and uncertain environments like AI-enabled applications.These three recommendations are detailed next.  Due to the multi-domain nature of CPSresearch they have also been extended as an associated white paper [1].
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CybersecuritySoftware supply-chain cybersecurityReinforcing software supply-chain cybersecurity is crucial given the wide impact of attacksspread through the supply chain, which is all the more important given the large number ofcomponents in the next computing paradigm (NCP). Develop code and component analysistechnologies for cybersecurity that scale up and support trusted orchestrators, services andcommunications.Comprehensive safety, security, and performance coupling requires standardized softwarevulnerability representation. Increased interconnectivity requires new technologies to isolatethreats and proactive cyber-risk management. Develop secure software package and servicemanagement that balances usability with strong security.AI for cybersecurityTo enhance NCP cybersecurity in a scalable way, develop i) advanced artificial intelligence(AI)  models,  including  large  language  models  (LLMs),  for  threat  detection  and  ii)autonomous systems for mitigation (e.g. isolating compromised NCP components, patchingvulnerabilities,  or  restoring  services).  Utilize  federated  AI  for  its  decentralized,  privacy-preserving and scalable models in the NCP massively interconnected context. Rely on EU-based  open  AI  models  and  datasets  to  strengthen  EU  cybersecurity,  sovereignty,  andcompetitiveness.Reinforced cybersecurity of AISecure AI training methodologies and validation procedures, as well as adversarial defences,are  needed.  LLM  prompt  injection  attacks  must  be  a  major  concern,  addressed  by  thedevelopment of tools to detect and secure against these, and by establishing benchmarksfor prompt injection prevention and response. AI security standards should be establishedby developing certification procedures to guarantee that LLMs and AI systems adhere tostringent security standard, possibly requiring security audits for AI systems. These effortsshould rely on EU-based open AI models.
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SustainabilityValidated life-cycle models for computingThe  information  technology  (IT)  community  should  further  develop  validated  life-cyclemodels for its own products and services. These models should comprehensively accountfor the total environmental impact of the production and disposal of the product, commonlyknown as embodied emissions. This includes the impact of mining, water usage, the use ofchemicals in production, and end-of-life processing.In addition, the model should also estimate operational emissions. This information shouldbe  included  in  a  digital  product  passport  (DPP)  containing  information  about  theenvironmental impact comparable with the information on pre-packaged food products orpower-efficiency information on household appliances. This information will help consumersto make informed choices about sustainability. The digital envelope of a device should beable to return this information to e.g. an orchestrator to enable it to select the services thatoptimize the sustainability requirements specified by the owner of the orchestrator.Sustainability-focused design methodologies and business modelsDetailed life-cycle models will help designers make the most effective eco-design decisions.To be effective, design tools should automatically include the environmental impact of thecomponents  and  technologies  used  in  the  design,  without  putting  the  burden  on  thedesigner.  Incorporating  repairability,  reusability,  recyclability,  and  end-of-life  processingconsiderations from the beginning of the product development process will also lower theenvironmental impact of the final design.Inevitably,  reducing  the  environmental  impact  of  a  product  will  have  an  impact  oncompanies’ business models. Designing products that last longer will reduce sales of newproducts and hence lower the profitability of the company. This can only be mitigated bydeveloping new business models, based on extra services: maintenance, repair, disposal, …up to completely replacing the ownership of hardware by a service contract. The goal shouldbe to bring services to the market with the least environmental impact possible (which inpractice means with the least amount of hardware, and the lowest power consumption).
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